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Managing passwords has never been more important and 

complicated than it is today. 

Nowadays, you have to create and keep track of 

numerous passwords to various accounts. It’s also 

tedious to manage every single one of them stored on 

each of your devices. 

If you don’t do it properly, you may find yourself at the 

mercy of password-hacking cybercriminals. They can 

steal your information, identity, and money. 

Every three seconds, there is another victim of identity 

fraud. One in five users in the US also experience having 

their credit card details stolen and used for unauthorized 

purchases. 

Don’t let cybercriminals ruin your digital life. Start properly 

managing your passwords for all your online accounts on 

all of your devices.

https://www.javelinstrategy.com/brochure/276


The three Rs may be great for the environment, but not 

when it comes to your passwords. 

Your passwords need to be unique. They can’t be as 

common as ‘password’ or ‘123456’, which, coincidentally, 

are two of the most popular passwords ever. Even 

cybercriminals know these. You can bet they’ll use them 

while attempting to hack into your accounts. 

Make your passwords long and uncrackable. Use 

nonsensical words or phrases strung together, or even a 

mishmash of numbers and letters. A secure password 

management tool can help here. It can generate random 

passwords for your various accounts and store these 

passwords under a master password so that you never 

have to remember all of them. 

Never recycle your passwords. Once you’ve used one, 

don’t use it again for anything else. If cybercriminals get a 

hold of your password, they will have access to 

everything it unlocks. 

http://about-threats.trendmicro.com/us/webattack/131/Will+Your+Passwords+Pass+the+Test
http://www.trendmicro.com/us/home/products/directpass/index.html
http://www.trendmicro.com/us/home/products/directpass/index.html


Enable two-step verification whenever available. Two-

step verification is a feature now becoming more common 

with websites that require login information. It gives you a 

verification code to use along with your password. This 

verification code can’t be stolen, because it’s randomly 

generated for that login session alone, and it’s given to 

you through another way besides your computer, like your 

mobile phone or email account. 

You may have experienced two-step verification as a 

Facebook user trying to log in to your account from a 

different device. Once Facebook detects that the device 

you’re logging in with is unfamiliar, it sends you an SMS 

message with a code that you have to use in conjunction 

with your original password. This will confirm that you are 

indeed the person logging in. 

This process lets you have sole access to your account. 

Since your account can only be accessed with a 

password and a verification code stored on the device in 

your possession, cybercriminals will find it harder to hack 

into your account. 

http://blog.trendmicro.com/trendlabs-security-intelligence/two-factor-authentication-something-to-consider/


We’ve all relied on the “Remember Password” option 

offered by our Internet browsers at least once. It allows 

you to log in automatically whenever you load up your 

page instead of requiring you to manually type in your 

details every time. 

Cybercriminals know that users love this option, and 

they’ve developed ways to steal your passwords through 

it. Cookiejacking, for instance, lets cybercriminals take 

control of your browser cookies and use them to access 

your accounts. Cookies are data that websites use to 

record your website visits. If you have any saved data on 

a website, like login information, the site will automatically 

reload it for you. If cybercriminals get hold of your 

cookies, they can trick a website into thinking they’re you. 

Don’t rely on cookies. Instead, save your passwords in a 

secure password management tool. Good tools will also 

enable you to use secure browsers to access your 

accounts, especially when they require very sensitive 

information like online banking details. Unlike your normal 

browsers, secure browsers disable unnecessary browser 

add-ons or plug-ins that could compromise your privacy. 

http://blog.trendmicro.com/trendlabs-security-intelligence/contrary-to-reports-cookiejacking-presents-a-major-risk/
http://about-threats.trendmicro.com/us/definition/cookies
http://www.trendmicro.com/us/home/products/directpass/index.html


Mobile device manufacturers are now savvier about 

security. Google, for example, acknowledged how their 

current issue with Android updates puts their users at risk. 

At the same time, there’s the ongoing Android malware 

problem, which is ever increasing. To help their users, 

Google developed free additional security features for 

Android devices. 

Enabling these features, preferably before you use your 

device to connect to the Internet, can prevent malware 

from stealing your passwords. You can find out how to do 

this through our e-guide, 5 Simple Steps to Secure Your 

Android Phones. 

Installing a comprehensive mobile security app is also 

highly recommended, since it can protect not just your 

passwords, but also your data. 

http://about-threats.trendmicro.com/us/mobile/monthly-mobile-review/2013-05-the-android-os-fragmentation-problem
http://about-threats.trendmicro.com/us/mobile/monthly-mobile-review/2013-06-from-windows-to-android-the-continued-migration-of-threats
http://about-threats.trendmicro.com/ebooks/5-simple-steps-to-secure-your-android-based-smartphones/
http://about-threats.trendmicro.com/ebooks/5-simple-steps-to-secure-your-android-based-smartphones/
http://www.trendmicro.com/us/home/products/mobile-solutions/android-security/index.html


Managing your passwords across your PC, Mac, and 

mobile devices can be difficult. Not everyone can instantly 

create and memorize 16-character passwords with 

random alphanumeric combinations. Not everyone can 

keep track of which password goes where, either. 

There are password management tools and apps that 

automate these tasks for you. They do all the hard work 

without cutting corners and risking security. 

Look for software that automatically generates strong and 

secure passwords for all of your accounts, using one 

master password for secure access to all user names and 

passwords, across all devices. A good solution will also 

include a secure browser to help protect financial 

transactions.

http://www.trendmicro.com/us/home/products/directpass/index.html
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