
A                       DIGITAL LIFE E-GUIDE

Be Privy to  
Online Privacy



As more and more people go online for personal transactions like shopping 
and banking, you’re bound to wonder how much information about you 
can be seen online. Because of the extraordinary integration of the Internet 
in our daily lives, cybercriminals are scoping out the privacy of our online 
identities in new and more interesting ways.



All About Ads
Increased digital native use of the Internet piqued web 
companies’ interest in tracking what people do online. 
Companies have taken to promoting products and services 
where most people are—in social networking sites, news blogs, 
and online entertainment channels. In fact, online advertising 
has become most websites’ cash cow.

In 2010, Google revealed that 96 percent of its revenue came 
from advertising on its own sites and on sites that use its 
advertising products. Social networking giant Facebook’s global 
advertising revenue was also slated to rise by an estimated  
104 percent in 2011 to US$3.8 billion.

Because some online advertising service providers like 
Google AdSense and Yahoo! Advertising Solutions allow ad 
customization of advertisements, you should be aware of the 
possibility that service providers and advertisers are tracking 
your online movements. Advertisers gather information, for 
instance, by learning what sites you visit and via the online 
profile forms you fill out.

http://investor.google.com/financial/tables.html
http://www.emarketer.com/Article.aspx?R=1008598


Customized Advertising:
Boon or Bane?
Third-party advertising networks usually manage most sites’ advertising 
needs. Online advertising or ad networks act as bridges between 
advertisers and the owners of the sites they wish their ads to appear in. 
Ad networks use a central server to deliver the right ads to the right site 
visitors and to monitor users across their entire network.

Ad networks also allow third-party companies to observe users’ online 
activities via their web browsing histories in order to know their 
preferences. Although matching users to Internet ads that may pique their 
interest may not be a problem to some, others may take this as a violation 
of their privacy. What most sellers find convenient and useful may be 
construed as invasion of privacy by the people they watch.



To protect your privacy while browsing  
the web, keep the following tips in mind:

• Regularly delete cookies. Cookies store site-related 
information that may be stolen for cybercriminal use. 
Deleting cookies can have a downside though, as doing so 
will require you to reenter your user name and password 
every time you access a site.

• Consider private browsing. Browsers offer this special 
mode as a means to keep your online activities a secret 
from prying eyes. Opting for private browsing opens a new 
browser session that deletes its history and cookies as soon 
as you close the window. Note though that this doesn’t 
guarantee anonymity while your browser window remains 
open, allowing advertisers to still track you down.

• Use the NAI’s opt-out tool. This tool allows you to opt out 
of being “targeted” by customized ads. As an organization 
that promotes online advertising self-regulation, the 
Network Advertising Initiative (NAI) allows you to opt out 
of advertising promotions its member companies run. As 
such, you will no longer be bothered by tailor-made ads 
companies you chose to block dole out.

http://www.networkadvertising.org/managing/opt_out.asp


The Pitfalls of  
Oversharing
While ad networks have to guess what 
you’re interested in based on your web 
preferences and usage patterns, social 
media sites have all the information  
they need as long as you feed it to  
them. Thanks to social media  
integration in multiple sites,  
social networking sites have easy  
access to your likes and dislikes.

Social media “mining” is thus fast  
becoming a standard industry  
practice, especially among insurance  
and human resource (HR) companies.  
The Insurance Information Institute, for 
instance, said it monitored social media to 
find potential fraudsters, especially since 
fraud reportedly cost the insurance industry 
roughly US$30 million each year.

Posts in social networking sites are now 
also being used as evidence in court 
hearings such as in a divorce proceeding 
wherein photos that have been uploaded to 
Facebook proved a husband’s infidelity.

http://abclocal.go.com/kabc/story?section=news/consumer&id=8422388
http://www.msnbc.msn.com/id/37986320/ns/technology_and_science-tech_and_gadgets/t/facebook-divorce-lawyers-new-best-friend/#.TvLq3clXvXi


Redefining “Privacy”
Confidential user information is ending up online, thanks in 
large part to today’s youth. The new generation of young social 
networkers has a different attitude toward protecting and 
sharing information. They are more likely to reveal personal 
data to other parties. In a few years, privacy-conscious people 
will become the minority—an ideal prospect for advertisers, or 
worse, attackers.

Keeping what the Miranda Rights says—“What you say can and 
will be held against you”—in mind then only means that it’s best 
to think very carefully before you post anything online. Avoid 
sharing too much, especially if you haven’t figured out how 
to fully configure your chosen social networking site’s privacy 
settings yet. For nifty tips, read the following CounterMeasures 
posts on making the most of Facebook’s privacy settings:

• Part I

• Part II

• Part III

http://countermeasures.trendmicro.eu/making-the-most-of-facebook-privacy-part-i/
http://countermeasures.trendmicro.eu/making-the-most-of-facebook-privacy-part-ii/
http://countermeasures.trendmicro.eu/making-the-most-of-facebook-privacy-part-iii/


Is an App Really 
Worth the Risk?
Security and privacy are becoming even more 
critical issues as more and more users download 
apps onto their mobile devices. Smartphones 
have become a favorite malware vector.

We have seen apps in the guise of games spy 
on users. As such, you should make it a habit 
to check what permissions apps seek before 
installing them. Many apps are powered by ads, 
which means these are subject to the same 
privacy issues related to ad networks.

As when browsing sites via your PC, 
cybercriminals can also track you down via 
mobile apps, games, and other software. Some 
apps require information prior to installation  
such as your location and personal details such  
as age and sex. This information is then sent to 
their developers and third-party companies such 
as ad networks and marketers.

With the amount of personal information iOS 
and Android apps collect, you should definitely 
weigh if downloading an app is worth putting  
your privacy at risk.

http://blog.trendmicro.com/malicious-android-app-spies-on-users-location/
http://blogs.wsj.com/wtk-mobile/


Your Information Is 
Precious!
We hope that this e-guide taught you how precious your online 
information is and what the repercussions of dangling it in 
front of cybercriminals’ prying eyes can be. Downloading an 
app or subscribing to an online magazine and/or a newsletter 
is not as simple as it seems. You may not realize it but your 
personal information can be used in several malicious ways.

Whether at home, at work, or on the go, no one should post 
just about anything and everything personal online for the 
world to see. Always guard against Internet fraud by protecting 
not just your systems and/or devices but, more importantly, 
your personal information.
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